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APPENDIX C

MANAGEMENT’S COMMENTS

March 14, 2008

To: Renee Stroud
Manager for Information Technology Audits
SEC, OIG

From: Cathy English
Acting, Associate Executive Director
Office of Administrative Services

~Re: Comments to Draft Laptop Controls Inspection Report

Thank you for including us in the Review of the Draft Laptop Controls Inspection
Report. Our comments reflect the Office of Administrative Services perspective
and responsibilities and focus on overall policy for SEC-wide property and do not
address OIT specific concerns or processes.

We agree with your position that laptops should be deemed sensitive items and
should be annually inventoried and have internal controls in place. Our overalil
concern is distinguishing the difference between the accountability processes for
sensitive items versus accountable and capitalized items. We agree with
Recommendations A & B, but hope the language can be clarified to avoid
confusion.

We suggest that Recommendation A be reworded to read the following:

OAS should revise the SEC'’s draft policy to identify Commission-wide sensitive
items and allow the Directors/Office Heads to determine if they have additional
items that should de deemed sensitive. The policy should also require that
Directors/Office Heads who manage those sensitive items should have in place
internal controls, which may include receipt signatures, separate listings and/or
limited access. Sensitive items which do not meet the accountable and
capitalized property thresholds will not be included in the Accountable and
Capitalized Property System (TRAQs).

We suggest that Recommendation B be reworded to read the following:

OAS should revise the SEC draft policy to require Directors/Office Heads to
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conduct annual inventories of sensitive items such as laptops.

Finally, we suggest that Recommendation E be revised to help further avoid
confusion of the accountable and sensitive property processes by using the form
SEC 2040 (8-83) Hand Receipt for Sensitive Iltems, rather than the form 406A.
We suggest that Recommendation E be reworded to read the following:

OAS should revise the form 2040 (6-83) to include contact information of the
person receiving the equipment (i.e. printed name, number, e-mail, and location.

Again, thanks for the opportunity to comment.
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APPENDIX C

MANAGEMENTS COMMENTS (cont.)

MEMORANDUNM
March 31, 2008
TO: David Kotz
Taspectar General
FROM: Carey Roath (%/
Chief lnformatidn Olficer
Re: Comments on laptop controls andit (Nn. 441)

Thank yon for your office’ hund work on this inspection, and far the appartunity fe 1oview
wid conunent oa the findings. As you know, we fully support the apeacy’a eforly tu
improve ity intemal controls, and ent.unng spproptiate accouneability over the ugeney’s IT
equipment 15 ¢learly an inporrant issne.

We opnene with the OTG's xsesyment that we shonid improve aceauntability ovar laptops.
Thig improsed acconntability atarw. with the designation of laptops as sendilive property, We
agree thut this designation is warranwsl bauause, although laptops are nol otlierwiye covered
undar the ugenvy's aceountable-propenty controls hecanue of their dollar value, they are
nevartheless valuable and aghly portable pieces of epuipment that shoukl be manaped
appropriatefy ta prodeet the syency's image. Some concemny were also miscd duning the amiit
rcgarding the sensitive neture oL lhe infonmarion stored an aganey laplops, und the potantial
isks of comnpromising the eon hidentianlity of that informarion. Haowever, OIT is correntdy
ererypling all laptops throughout thy SEC; the initiative will be camplete by the ond of Juue
2008, which should render this risk negligible poing forward. As a result, our primary
concarn is Jur the value of the hardware asseds.

‘Ihe repait recommends 8 set of specific measures Lo iruprove Japiop acvountabiliry,
including regularly schedulal toventorics and improved documentalion of Japwop issuance,
W intend ro da so with s cumbination of awtemated tools and manual effart, We will also
work clogcly with the Q(Tive of Administrative Scrvices to ensuie caardinativn vn » policy
leve], as welk as with the various ather headguaricrs and repional offices whose TT spovialists
diatribute, maintain, and transfer Japlops and viher cquipment within those offices.

We ook lorwar W implementing these maasares to improve Taplop sceouutability and
contiol. We appreciete Lhe OTG's ongoing suppott in belping us build a mee cffcctive
information teclnolopy progrum for the Commission.
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